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EXECUTIVE SUMMARY 

This Standardization Roadmap outlines the strategic approach of the Horizon Europe project 

EMBRACE (pan-European Management of Biological toxin incidents through standardisation 

initiatives for Crisis response Enhancement). It presents a comprehensive analysis of the existing 

European and international standardization landscape relevant to Chemical, Biological, 

Radiological, and Nuclear (CBRN) security, with a specific focus on biotoxin incidents. The analysis 

confirms a critical gap: while robust frameworks exist for general crisis management and 

industrial biocontamination, there is a significant lack of standards tailored to the unique 

challenges of biotoxin threats. 

Key deficiencies were identified in several areas: the absence of harmonized methods for 

biotoxin-specific detection and identification; a lack of validated decontamination protocols for 

diverse biotoxin classes; and insufficient integration of biotoxin-specific considerations into 

overarching crisis management and personal protective equipment (PPE) standards. 

To address these gaps, this roadmap details a pragmatic action plan. The EMBRACE project will 

not seek to create new work items but will instead act as a key expert contributor to ongoing 

standardization efforts. The strategy involves establishing formal liaisons with key Technical 

Committees (TCs), such as CEN/TC 391 ‘Societal and Citizen Security,’ and providing targeted, 

evidence-based contributions to relevant CEN Workshop Agreements (CWAs), including those on 

human decontamination and disaster risk preparedness. Furthermore, the project will 

disseminate technical data on its innovations to inform future performance standards and 

advocate for interoperable data exchange formats to enhance multi-agency response. Through 

this strategic engagement, EMBRACE aims to ensure its research outcomes are integrated into 

the normative framework governing Europe’s resilience, thereby delivering a lasting impact on 

the continent's preparedness for biotoxin incidents. 
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1 INTRODUCTION 

1.1 Background 

The escalating complexity and pervasive nature of contemporary threats necessitate a robust 

and harmonised approach to disaster resilience and crisis management across Europe. Within 

this critical domain, the Horizon Europe project, EMBRACE (pan-European Management of 

Biological toxin incidents through standardisation initiatives for Crisis response Enhancement), 

emerges as a pivotal initiative. The overarching objective of EMBRACE is to significantly enhance 

Europe's capacity to respond effectively and decisively to incidents involving biological toxins 

(biotoxins). These substances, ranging from small molecules to complex proteins, pose unique 

and highly intricate challenges that are often not adequately addressed by existing CBRN 

doctrines and Union Civil Protection Mechanism (UCPM) initiatives. 

Standardisation plays a strategically paramount role in achieving the ambitious goals of the 

EMBRACE project and ensuring its profound and lasting impact. The inherent variability in 

biotoxin characteristics, coupled with the distributed nature of expertise and operational 

protocols across different sectors and national borders, underscores the critical need for 

harmonised procedures, validated technologies, and interoperable systems. Without a concerted 

effort towards standardisation, the innovative solutions and revised response protocols 

developed within EMBRACE risk fragmented adoption, thereby limiting their potential for 

widespread application and cross-border effectiveness. This roadmap explicitly acknowledges 

the strategic importance of standardisation as a foundational pillar for fostering intersectoral and 

cross-border interoperability, facilitating the successful commercialisation of exploitable assets, 

and ultimately fortifying Europe's resilience against biotoxin threats. 

The rationale for focusing specifically on CBRN, with a particular emphasis on biotoxins, stems 

from a recognised gap in current crisis management paradigms. While comprehensive 

frameworks exist for chemical, radiological, and nuclear incidents, the distinctive attributes of 

biotoxin crises — such as delayed symptom onset, diverse analytical requirements, and complex 

dispersion patterns — demand tailored solutions. Biotoxins can originate from natural 

occurrences (e.g., paralytic shellfish poisoning) or be weaponised, presenting a dual challenge 

that requires flexible and adaptive response mechanisms. EMBRACE aims to bridge this critical 

gap by consolidating and applying cutting-edge scientific and clinical knowledge to develop 

innovative solutions and protocols specifically designed for biotoxin incidents. 
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1.2 Purpose and Scope 

This document represents the first iteration of the Standardisation Roadmap 

for the EMBRACE project. It serves as a foundational reference, outlining the initial strategicapproach 

to standardisation activities throughout the project's lifecycle. As a living document, it 

will be iteratively refined and updated in subsequent reporting periods to reflect evolving 

insights, project advancements, and the dynamic landscape of international standardisation. 

The primary objectives of this deliverable are multifaceted: 

 

● To map the existing European (CEN) and international (e.g. ISO) standardisation 

landscape relevant to biotoxins: This involves a comprehensive review and 

categorisation of current standards, technical specifications, and other normative 

documents that directly or indirectly pertain to the detection, identification, 

management, and response to biotoxin incidents. This mapping will identify the 

prevailing frameworks and highlight areas of existing coverage. 

 

● To perform a gap analysis to identify areas lacking sufficient standardisation: Building 

upon the landscape mapping, this objective focuses on pinpointing critical deficiencies, 

inconsistencies, or complete absences of standards that impede effective biotoxin crisis 

management. This analysis will consider operational needs, technological 

advancements, and emerging threats. 

 

● To document initial engagement with relevant standardisation bodies: This roadmap 

will detail the proactive steps taken by the EMBRACE consortium to establish contact 

and initiate dialogue with key European and international standardisation 

organisations and their relevant Technical Committees (TCs). This includes a summary 

of communications, established liaisons, and preliminary discussions regarding project 

contributions. 

 

● To outline potential contributions from the project to ongoing and future 

standardisation work: Based on the identified gaps and the innovative solutions being 

developed within EMBRACE, this objective articulates concrete opportunities for the 

project to contribute to the development of new standards, the revision of existing 
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ones, or the formulation of new CEN-CENELEC Workshop Agreements (CWAs) and 

other deliverables. This includes a proactive programme of standardisation and 

valorisation actions to ensure that innovations are identified, protected, and contribute 

to EMBRACE’s commercialisation and sustainability strategies. 

 

1.3 Methodology 

The development of this Standardisation Roadmap has employed a rigorous and systematic 

methodology to ensure comprehensive data gathering, thorough analysis, and actionable 

recommendations. The approach integrates several complementary methods: 

 

● Keyword-based searches of standardisation databases (CEN, CENELEC, ISO, IEC etc.): 

Extensive searches were conducted across major European and international 

standardisation databases. Keywords related to "biotoxins," "CBRN," "crisis 

management," "detection," "decontamination," "personal protective equipment 

(PPE)," "forensic analysis," and "public health response" were utilised to identify 

relevant existing standards, technical specifications, and reports. This systematic 

review forms the basis for the landscape mapping. 

 

● Consultation with technical experts within the consortium: The EMBRACE consortium 

comprises a diverse array of technical experts with profound knowledge in fields such 

as toxicology, forensic analysis, emergency medicine, civil protection, and security 

technologies. Direct consultations, workshops, and internal discussions with these 

experts were crucial for validating initial findings, identifying nuanced gaps, and 

shaping the project's potential contributions to standardisation. Their practical 

experience and scientific insights were invaluable in understanding the real-world 

implications of standardisation efforts. 

● Initial outreach to secretariats of relevant Technical Committees: Proactive 

engagement was initiated with the secretariats of key Technical Committees within 

CEN, CENELEC, and ISO that are directly or indirectly relevant to biotoxin incidents. This 

included establishing contact with CEN/TC 391 'Societal and Citizen Security', 

CEN/TC 216 Chemical disinfectants and antiseptics, 



Standardization Roadmap 

Page 11 of 60 

 

CEN/TC 137 'Assessment of workplace exposure to chemical and biological agents', 

ISO/TC 292 'Security and Resilience', and CEN/TC 140 'In vitro diagnostic medical 

devices'. These initial contacts aimed to introduce the EMBRACE project, understand 

their current work programmes, and explore avenues for future collaboration and 

contribution. This early engagement is critical for aligning EMBRACE's research and 

innovation outcomes with ongoing standardisation processes. 

 

1.4 Partners 

The consortium consists of 18 partners from 14 countries, a core group which EMBRACE aims to build 

upon to create a thriving biotoxin expert community.  

Partner  Partner Acronym Country 

1 TELESTO TECHNOLOGIES PLIROFORIKIS KAI 

EPIKOINONION EPE 

TEL Greece 

2 DCNA DISASTER COMPETENCE NETWORK AUSTRIA DCNA Austria 

3 OSTERREICHISCHES ROTES KREUZ ARC Austria 

4 POMPIERS DE L'URGENCE INTERNATIONALE PUI France 

5 MEDIZINISCHE UNIVERSITAT GRAZ MUG Austria 

6 HELSINGIN YLIOPISTO VER Finland 

7 SAITAMA MEDICAL UNIVERSITY EDUCATIONAL 

CORPORATION 

SMU Japan 

8 BIOTALENTUM TUDASFEJLESZTO KFT BIOT Hungary 

9 AIRSENSE ANALYTICS GMBH AIRS Germany 

10 MOBILITY ION TECHNOLOGIES SL MION Spain 

11 PROMETECH BV PRO Netherlands 

12 IANUS TECHNOLOGIES LTD IANUS Cyprus 

13 THE LISBON COUNCIL FOR ECONOMIC 

COMPETITIVENESS ASBL 

LC Belgium 

14 TECHNOLOGICKA PLATFORMA 

ENERGETICKABEZPECNOST CR 

TPEB CR Czech Republic 

15 CESKA AGENTURA PRO STANDARDIZACI CAS Czech Republic 

16 URAD PRE NORMALIZACIU, METROLOGIU A 

SKUSOBNICTVO SLOVENSKEJ REPUBLIKY 

UNMS Slovakia 
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17 RESILIENCE ADVISORS LTD RAN United 

Kingdom 

18 BIOXHALE LTD BIOX United 

Kingdom 

Table 1. The EMBRACE Consortium 
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2 THE STANDARDISATION ECOSYSTEM FOR CBRN SECURITY 

2.1 Overview of the European and International Standardisation Landscape 

The landscape of standardisation relevant to CBRN security is vast, intricate, and continually 

evolving. It encompasses a multitude of national, regional, and international bodies, each 

contributing to a complex web of normative documents, technical specifications, and best 

practices. For the purposes of the EMBRACE project, understanding this ecosystem is paramount, 

as it dictates the avenues through which project outcomes can be formalised, disseminated, and 

integrated into operational protocols across Europe and beyond. The focus herein is on 

identifying the key players and their respective domains of influence, with a particular emphasis 

on their relevance to biotoxin incident management. 

At the international level, the International Organization for Standardization (ISO) stands as a 

preeminent body, developing and publishing international standards across virtually all industries 

and technologies. Within the CBRN domain, ISO's work often provides foundational frameworks 

and methodologies that can be adopted or adapted by regional and national bodies. Similarly, 

the International Electrotechnical Commission (IEC) addresses standards for electrical and 

electronic technologies, which can be pertinent to detection equipment and communication 

systems in CBRN scenarios. Other international organisations, such as the World Health 

Organization (WHO) and the Organisation for the Prohibition of Chemical Weapons (OPCW), 

while not traditional standardisation bodies, issue guidelines and recommendations that often 

serve as de facto standards or inform the development of formal standards related to public 

health, safety, and security. 

At the European level, the European Committee for Standardisation (CEN) and the European 

Committee for Electrotechnical Standardisation (CENELEC) are the recognised standardisation 

organisations. They develop European Standards (ENs) that, once adopted, become national 

standards in all CEN and CENELEC member countries, thereby ensuring harmonisation across the 

European Single Market. This harmonisation is critical for fostering interoperability of equipment, 

procedures, and training across Member States, which is a core objective of the Union Civil 

Protection Mechanism (UCPM) and directly supports the cross-border nature of biotoxin threats. 

European standardisation efforts often build upon international standards, tailoring them to 

European regulatory frameworks and specific regional needs. 

Beyond formal standardisation bodies, the CBRN security ecosystem also includes numerous 
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consortia, industry associations, and research initiatives that produce technical reports, white 

papers, and industry-specific guidelines. While these documents may not carry the same formal 

weight as ENs or ISO standards, they often represent cutting-edge knowledge and practical 

experience, serving as precursors to formal standardisation or providing valuable input for the 

development of new standards. The EMBRACE project, through its innovative research and 

development, aims to contribute directly to this broader ecosystem, translating scientific 

advancements into actionable and standardisable practices. 

 

2.2 Key Standardisation Bodies and Their Relevance to CBRN Security 

Several key standardisation bodies and their respective Technical Committees (TCs) are 

particularly pertinent to CBRN security, and more specifically, to the management of biotoxin 

incidents. A deeper understanding of their operational frameworks and strategic objectives is 

crucial for effective engagement. 

● International Organization for Standardization (ISO): 

ISO is an independent, non-governmental international organization with a 

membership of 170 national standard bodies. It is the world's largest developer of 

voluntary international standards. ISO standards provide a robust framework for 

quality, safety, and efficiency across a multitude of sectors. The development process 

within ISO is consensus-driven, involving experts from various countries and 

stakeholder groups (industry, government, consumers, academia). This ensures that 

ISO standards are globally relevant and widely accepted. For CBRN security, ISO's cross- 

sectoral reach allows for the development of fundamental standards that can be 

applied universally, from risk management principles to specific analytical 

methodologies. Their work often serves as a baseline upon which regional and national 

standards are built, facilitating global interoperability and mutual recognition. 

○ ISO/TC 34/SC 9 'Microbiology': This subcommittee is highly relevant for 

EMBRACE as it develops standards related to microbiology, including methods 

for the detection, identification, and enumeration of microorganisms. This is 

directly applicable to the analysis of biological toxins and the organisms that 

produce them. 

○ ISO/TC 147 'Water quality': Standards related to water quality can be relevant 
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for environmental sampling and decontamination procedures following biotoxin 

contamination of water sources. 

○ ISO/TC 194 'Biological and clinical evaluation of medical devices': While 

primarily focused on medical devices, some of its work on biological evaluation 

and biocompatibility can inform standards related to personal protective 

equipment (PPE) and medical countermeasures used in biotoxin incidents. 

○ ISO/TC 198 'Sterilization of health care products': This committee develops 

standards for the sterilisation of various healthcare products, which is crucial for 

ensuring the safety of equipment used in medical response and decontamination 

efforts following biotoxin exposure. 

○ ISO/TC 209 'Cleanrooms and associated controlled environments': Standards 

from this committee are vital for establishing and maintaining controlled 

environments, such as those in laboratories handling biotoxins or temporary 

medical facilities during an incident, ensuring contamination control and safety. 

○ ISO/TC 212 'Medical laboratories and in vitro diagnostic systems': This 

committee is directly relevant to the development and validation of diagnostic 

tests for biotoxins, ensuring the quality and reliability of laboratory procedures 

and in vitro diagnostic systems. 

○ ISO/TC 262 'Risk management': This committee develops international 

standards for risk management, providing a comprehensive framework for 

identifying, assessing, and mitigating risks associated with biotoxin incidents, 

applicable across all phases of crisis management. 

○ ISO/TC 292 'Security and Resilience': This committee is highly relevant as it 

develops standards for organisational resilience, emergency management, 

business continuity, and security management. Its work provides overarching 

frameworks for incident response, which can be adapted for biotoxin events. 

Standards from this TC often address risk assessment, crisis communication, and 

command and control structures. 

● European Committee for Standardisation (CEN): 

CEN is a private non-profit organisation that contributes to the objectives of the 

European Union and European Economic Area with technical standards (ENs) and other 

specifications. CEN's role is particularly significant for the EMBRACE project due to its 



Standardization Roadmap 

Page 16 of 60 

 

direct linkage to European policy and legislation. ENs are developed through a 

collaborative process involving national standardisation bodies, industry, research 

institutions, and other stakeholders. Once an EN is developed and approved, it must be 

adopted identically by all CEN member countries as a national standard, and any 

conflicting national standards must be withdrawn. This "harmonisation" process is 

fundamental to creating a single European market and ensuring interoperability across 

national borders, which is crucial for a coordinated European response to biotoxin 

incidents. CEN's work often translates international standards into a European context 

or develops new standards to address specific European needs and regulatory 

requirements. 

○ CEN/TC 79 'Respiratory protective devices': This committee is fundamental for 

establishing standards for respiratory protective equipment, which is critical for 

protecting responders and affected populations from airborne biotoxins or 

contaminated aerosols. 

○ CEN/TC 137 'Assessment of workplace exposure to chemical and biological 

agents': This committee's standards are crucial for ensuring the safety of 

responders and workers exposed to biotoxins, covering measurement methods, 

exposure limits, and protective measures. 

○ CEN/TC 140 'In vitro diagnostic medical devices': Standards from this committee 

are essential for the development and validation of rapid diagnostic tests and 

detection kits for biotoxins, ensuring their reliability, performance, and 

regulatory compliance. 

○ CEN/TC 158 'Head protection': This committee develops standards for head, eye 

and face protection, which is vital for preventing ocular exposure to biotoxins 

during response and decontamination activities. 

○ CEN/TC 205 'Non-active medical devices': This committee's work can be 

relevant for a range of medical devices used in biotoxin incident response that 

do not require an energy source for their function, such as certain types of 

stretchers, wound dressings, or collection kits. 

○ CEN/TC 216 'Chemical disinfectants and antiseptics ': Similar to ISO/TC 147, this 

committee's work is relevant for addressing biotoxin contamination in water 

systems and developing standards for water treatment and purification in 
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emergency scenarios. 

○ CEN/TC 391 'Societal and Citizen Security': This is a critically important 

committee for EMBRACE. It develops standards related to the security of society 

and citizens, covering areas such as disaster management, emergency services, 

and critical infrastructure protection. Its work often includes aspects of CBRN 

response, and it is a prime target for EMBRACE's contributions regarding 

biotoxin-specific protocols and technologies. 

○ CEN/TC 192 'Fire and Rescue Service Equipment': While primarily focused on 

fire, this TC's work on general rescue equipment, including respiratory protective 

devices and protective clothing, can have direct applicability to CBRN and 

biotoxin response operations. 

○ CEN/CLC/JTC 23 'Horizontal topics for Personal Protective Equipment (PPE)' 

. 

● European Committee for Electrotechnical Standardisation (CENELEC): 

CENELEC is responsible for standardisation in the electrotechnical field. Its role is 

analogous to CEN but specifically for electrical and electronic engineering. CENELEC 

standards (ENs) are crucial for ensuring the safety, performance, and interoperability 

of electrical and electronic equipment, which is increasingly integral to CBRN detection, 

communication, and response systems. Given the sophisticated nature of modern 

biotoxin detection technologies and communication networks, CENELEC's work 

ensures that these critical components meet stringent European safety and 

performance requirements, thereby contributing to the overall reliability and 

effectiveness of the response infrastructure. 

 

● Other Relevant Bodies and Initiatives: 

○ European Union Agency for Cybersecurity (ENISA): While focused on 

cybersecurity, ENISA's work on critical infrastructure protection and incident 

response frameworks can offer valuable insights into the broader resilience 

context, particularly for cyber-physical systems that might be affected during a 

biotoxin incident. 

○ European Centre for Disease Prevention and Control (ECDC): ECDC provides 

scientific advice and expertise on infectious diseases and public health threats, 
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including those posed by biological agents. Their guidelines and 

recommendations often inform standardisation efforts related to surveillance, 

risk assessment, and public health interventions. 

○ Union Civil Protection Mechanism (UCPM): Although not a standardisation 

body, the UCPM provides a framework for coordinated European assistance in 

response to disasters. Standardisation efforts within EMBRACE directly support 

the UCPM's objectives by enhancing the interoperability of national civil 

protection assets and capabilities in biotoxin scenarios. 

 

2.3 Specific Standards and Technical Specifications Relevant to Biotoxins 

While a comprehensive list of all relevant standards is provided in Annex A, this section highlights 

key categories and examples of standards that are particularly pertinent to biotoxin incident 

management: 

● Detection and Identification: 

○ Standards for sampling methodologies (air, water, surfaces) for biological agents. 

○ Standards for laboratory analysis techniques (e.g., PCR, immunoassay, mass 

spectrometry) for specific biotoxins, including validation and quality control 

protocols. 

○ Technical specifications for portable detection devices, ensuring interoperability 

and reliable performance in field conditions. 

○ Standards for the safe handling and transport of biological samples. 

● Personal Protective Equipment (PPE): 

○ Standards for respiratory protective devices (e.g., EN 14387 for gas filters and 

combined filters, EN 136 for full face masks) suitable for protection against 

aerosols and vapours potentially containing biotoxins. 

○ Standards for protective clothing (e.g., EN 14605 for protective clothing against 

liquid chemicals, EN 14126 for protective clothing against infective agents) 

offering appropriate barrier protection against dermal exposure to biotoxins. 

○ Standards for gloves, eye protection, and footwear designed for hazardous 

environments. 

○ Horizontal topics for Personal Protective Equipment (PPE) 
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● Decontamination and Remediation: 

○ Standards for decontamination agents and procedures for surfaces, equipment, 

and potentially affected individuals. This area often requires specific 

considerations for the chemical properties of biotoxins and their degradation 

pathways. 

○ Guidelines for waste management and disposal of contaminated materials. 

○ Technical specifications for mobile decontamination units and systems. 

● Emergency Response and Management: 

○ Standards for incident command systems and interoperable communication 

protocols among diverse response agencies (e.g., emergency services, public 

health, law enforcement). 

○ Guidelines for risk assessment and consequence management specific to 

biological incidents. 

○ Standards for training and exercises for responders dealing with biological 

hazards. 

○ Technical specifications for information sharing platforms and data exchange 

formats to facilitate rapid and accurate dissemination of critical information 

during a biotoxin crisis. 

● Medical Countermeasures and Public Health: 

○ While less directly covered by traditional standardisation bodies, guidelines from 

health organisations on medical treatment protocols, prophylaxis, and public 

health interventions (e.g., vaccination strategies, epidemiological surveillance) 

are critical and often inform the operationalisation of response standards. 

○ Standards for the safe and effective administration of medical countermeasures, 

including emergency use authorisations. 

 

The existing standards provide a foundational baseline, but significant gaps persist, particularly 

concerning the unique challenges posed by biotoxins. These gaps often relate to the specificity 

of detection methods, the efficacy of decontamination procedures against diverse biotoxin 

classes, and the harmonisation of health surveillance and medical response protocols. The 

subsequent sections of this roadmap will delve into these identified gaps and outline how the 

EMBRACE project intends to address them through targeted standardisation initiatives. 
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3 PRELIMINARY MAPPING OF THE STANDARDISATION LANDSCAPE 

AND GAP ANALYSIS 

3.1 Methodology for Landscape Mapping 

The preliminary mapping of the standardisation landscape was conducted through a systematic 

analysis of existing and draft standards from key European (CEN, CENELEC) and international 

(ISO) standardisation bodies. This analysis was primarily based on two complementary data 

sources: 

1. Keyword-based searches: Comprehensive searches were performed using terms 

directly relevant to biotoxins and CBRN security, including "biotoxin," "contamination," 

"decontamination," "residue," and "crises." This approach aimed to identify standards 

whose titles or abstracts explicitly address these critical aspects. 

 

2. Technical Committee (TC) specific reviews: Lists of published and draft standards from 

identified key TCs (CEN/TC 79, 140, 158, 205, 216, 391; ISO/TC 34/SC 9, 198, 209, 212, 

262, 292) were scrutinised. This method allowed for a deeper dive into the normative 

documents developed by committees with a direct or tangential mandate related to 

biological hazards, emergency response, and associated protective measures. 

 

The data extracted from these sources were then qualitatively analysed to identify patterns, 

thematic clusters, and, most importantly, areas where standardisation is either insufficient, 

outdated, or entirely absent, particularly concerning the unique characteristics of biotoxin 

incidents. 

 

3.2 Analysis of Keyword Search Results 

The keyword searches revealed a varied landscape of standardisation, with some areas being 

more comprehensively covered than others, yet consistently highlighting a lacuna in biotoxin- 

specific normative documents. 

● "Crises" and "Emergency Management": The CEN_CLC_keyword_crises.csv file 

indicates the existence of foundational standards related to general crisis management 

and societal security. For instance, the ISO/TC 292/SC 1 Emergency management 

focuses heavily on emergency and crisis management issues. The currently developing 
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CWA on "Procedures and thresholds in human decontamination in CBRN-E incidents" 

represents a highly pertinent development. This CEN Workshop Agreement signifies a 

proactive effort within CEN to address the critical domain of human decontamination 

specifically within the CBRN-E context. Its focus on harmonised procedures and 

thresholds for first responders is a positive indicator of evolving standardisation 

priorities. Similarly, EN ISO 22361:2022 (derived from CEN/TC 391) provides 

comprehensive guidelines for crisis management, establishing a robust overarching 

framework for incident response. However, a critical observation is that while these 

standards offer invaluable general guidance on command structures, communication 

protocols, and strategic planning during crises, they often lack the granular, highly 

specialised operational protocols and technical specifications required for effective 

management of incidents involving specific biotoxins. The inherent variability in 

biotoxin characteristics (e.g., stability, route of exposure, delayed symptomology) 

necessitates more tailored normative guidance beyond generic crisis management 

principles. 

 

● "Contamination" and "Decontamination": The analysis of 

CEN_contami_decontamination.csv and ISO_contami_decontamination.csv files 

reveals a substantial body of standards addressing contamination control and 

decontamination. However, the predominant focus of these documents resides within 

industrial, environmental, or general hygiene applications, rather than the acute and 

complex challenges of biotoxin incident response. 

 

○ CEN documents, such as EN 17299:2019 (animal feeding stuffs, cross- 

contamination), EN ISO 15952:2018 (soil quality, effects of pollutants), and 

FprEN 17969 (earth-moving machinery, contamination protective systems), 

exemplify a strong emphasis on chemical or general environmental 

contamination. While these provide valuable methodological frameworks for 

assessing contamination, their direct transferability to the unique 

physiochemical properties and biological effects of diverse biotoxins, particularly 

in large-scale or complex urban environments, requires rigorous validation. 
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○ Standards like prEN ISO 16602-6 (protective clothing against chemicals) and 

EN 4611-008:2012 (aerospace cables, fluid contamination) address protective 

measures against various contaminants. However, their efficacy against the 

specific permeation and degradation mechanisms associated with different 

biotoxins, which can vary significantly in molecular size, polarity, and stability, 

warrants detailed investigation and potentially new performance criteria. 

 

○ The prCWA "Procedures and thresholds in human decontamination in CBRN-E 

incidents" (from CEN/WS TeamUP) is a particularly significant and timely 

development. It represents a direct response to a recognised regulatory and 

operational gap in human decontamination within CBRN-E contexts. This CWA is 

a highly promising initiative for the EMBRACE project, signalling a crucial shift 

towards more specific and harmonised guidance for human decontamination 

following exposure to hazardous biological agents. 

 

○ ISO documents, including ISO/DIS 32662-1 and ISO/DIS 32662-2 (liquid 

petroleum products, total contamination) and ISO 11500:2022 (hydraulic fluid 

power, particulate contamination), further underscore a pervasive emphasis on 

industrial cleanliness and fluid purity. 

 

○ ISO 14698-1:2003 and ISO 14698-2:2003, pertaining to "Cleanrooms and 

associated controlled environments — Biocontamination control," are directly 

relevant as they establish fundamental principles and methodologies for 

controlling biocontamination in contained environments. Nevertheless, these 

are general cleanroom standards and may not comprehensively cover the 

specific challenges of large-scale biotoxin incident decontamination in 

uncontrolled, open, or complex urban environments, where factors like 

environmental persistence, aerosolization, and surface interactions are critical. 

 

○ The inclusion of ISO 7010:2019/DAmd 150, which introduces a safety sign for 

"Use decontamination shower," reflects a general awareness of 

decontamination requirements in safety signage. However, this does not 
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translate into specific technical guidance for the formulation, application, and 

validation of biotoxin-specific decontaminants. 

 

○ ISO/PWI/TS 18711 on "Measurement of radiation level and surface 

contamination for packages and conveyances" is explicitly tailored for 

radiological contamination, and its direct transferability to the detection and 

quantification of biological surface contamination, given the distinct 

physicochemical properties and detection methodologies for biotoxins, is limited 

and requires careful consideration. 

 

○ A very recent and highly relevant draft, ISO/AWI 25718, focusing on "Test 

method of antiviral activity of a non-porous antiviral surface following air- 

transmitted contamination," indicates a growing recognition within 

standardisation bodies of the imperative to address airborne biological 

contamination and the development of active surfaces. This aligns with the 

broader objectives of EMBRACE in developing advanced protective and 

decontamination solutions. 

 

● "Residue": The CEN_Keyword_residue.csv and ISO_Keyword_residue.csv files 

predominantly highlight standards related to chemical residues in food, industrial 

materials, or environmental matrices. Examples such as prEN 18082 (pesticide residues 

in foods of animal origin), EN 455-5 (extractable chemical residues in medical gloves), 

and ISO/DIS 19254 (pesticide residues in soil) illustrate this focus. While these 

standards are crucial for general safety, environmental monitoring, and product quality 

assurance, they do not directly address the highly specialised analytical challenges 

associated with the detection, quantification, and management of biotoxin residues in 

complex post-incident scenarios. The persistence, bioavailability, and toxicological 

thresholds of biotoxins differ significantly from conventional chemical contaminants, 

necessitating distinct analytical methodologies and regulatory frameworks for their 

residual presence. 
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● "Biotoxin": The CEN_biotoxin_draft.csv file, remarkably, contains no entries. This 

constitutes a significant and concerning finding, unequivocally indicating a conspicuous 

absence of CEN standards explicitly titled or directly focused on "biotoxins" in their 

draft or published stages. This empirical observation strongly corroborates the 

foundational premise of the EMBRACE project regarding a critical standardisation gap 

in this highly specialised domain. The lack of specific biotoxin-focused standards 

underscores the urgent need for targeted normative development to support effective 

preparedness and response. 

 

Overall, the keyword searches collectively suggest a robust standardisation framework for 

general contamination, chemical residues, and broad crisis management. However, there is a 

distinct and critical lacuna in standards explicitly addressing biotoxins or the specific challenges 

inherent in their detection, characterisation, and decontamination within emergency response 

scenarios. Where "biocontamination" is referenced, it is frequently contextualized within 

controlled environments (e.g., cleanrooms) rather than the complex, dynamic, and often 

uncontrolled conditions of widespread environmental or human exposure during a crisis. 

 

3.3 Analysis of Technical Committee Standard Lists 

A detailed review of standards published and drafted by specific Technical Committees provides 

a more granular and expert-level view of the existing normative landscape, highlighting both 

areas of strength and critical deficiencies. 

 

● CEN/TC 79 'Respiratory protective devices': 

○ Published: This TC has developed highly relevant standards for respiratory 

protective devices (RPDs). Examples include EN 12942:2023 and EN 12941:2023, 

which specify requirements for powered filtering devices incorporating full face 

masks and loose-fitting interfaces, respectively. EN 13274-7:2019 is crucial as it 

details test methods for particle filter penetration. These standards are 

foundational for ensuring the efficacy of respiratory protection against airborne 

biological agents, including aerosols containing biotoxins, by defining 

performance criteria for filtration efficiency and user comfort. 
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○ Draft: The draft standards within this TC are anticipated to focus on continuous 

refinements, addressing advancements in materials science, ergonomics, and 

filtration technologies, thereby further enhancing the existing framework for 

RPDs. 

○ Gap Relevance: While the existing standards provide a robust framework for 

general particle filtration and RPD performance, there remains a potential need 

for specific guidance on filter selection or performance criteria explicitly tailored 

to the unique physical and chemical properties of various biotoxins. This includes 

considerations such as the size distribution of toxin-carrying aerosols, potential 

for adsorption of gaseous toxins, and the long-term stability of filter media when 

exposed to complex biological matrices. The general particle filtration efficiency 

may not fully capture the nuanced protective requirements against specific 

biotoxin types. 

 

● CEN/TC 140 'In vitro diagnostic medical devices': 

○ Published: This TC is of paramount importance for biotoxin detection, as it 

addresses the quality, safety, and performance of in vitro diagnostic (IVD) 

medical devices. Key published standards include EN ISO 5649:2024 on 

laboratory-developed tests (LDTs), which provides a framework for the 

validation of assays developed in clinical laboratories. Furthermore, 

CEN/TS17981-1:2023 (Human DNA examination) and CEN/TS 17981-2:2023 

(Human RNA examination) for Next Generation Sequencing (NGS) workflows are 

highly significant, establishing technical specifications for advanced molecular 

diagnostic techniques. EN ISO 20916:2024 on clinical performance studies also 

ensures robust validation processes for IVDs. 

○ Draft: prEN ISO 15194 on certified reference materials is critical for ensuring the 

accuracy, comparability, and traceability of diagnostic results across different 

laboratories and assays, a fundamental aspect of quality assurance in clinical 

diagnostics. 

○ Gap Relevance: This TC provides an exceptionally strong and relevant framework 

for the method validation and quality assurance of diagnostic tests in general. 
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However, the critical challenge resides in the conspicuous absence of 

harmonised, validated standards for the detection, identification, and 

quantification of specific biotoxins. While the regulatory and technical 

framework for IVDs is robust, the "content" or specific validated analytical 

methodologies for individual biotoxins (e.g., botulinum neurotoxins, ricin, 

saxitoxin) appear to be a significant gap that the EMBRACE project is uniquely 

positioned to address. Furthermore, these standards do not explicitly cover the 

unique operational challenges of rapid, on-site detection of diverse biotoxins in 

complex environmental or clinical matrices during an emergency response. 

● CEN/TC 158 'Head protection ': 

○ Published: Standards such as EN 17950:2024 (protective helmets, shock 

absorption) and EN ISO 10256:2024 (standards series 'Face and eye protectors 

for skaters', 4 parts) indicate a primary focus on mechanical impact protection 

and general safety in sports or industrial settings.The standard EN 12492 

(helmets for mountaineers) continues this trend towards mechanical and impact 

protection. 

○ Gap Relevance: While general protective equipment for eye and face protection 

is covered, there is a demonstrable gap in specific standards tailored for 

protection against biological aerosols or liquid splashes containing biotoxins. 

Existing standards may not adequately address critical performance parameters 

such as the permeability of materials to biological fluids, the integrity of sealing 

mechanisms against fine aerosols, or the ease and effectiveness of 

decontamination procedures for such equipment following biotoxin exposure. 

● CEN/TC 205 'Non-active medical devices': 

○ Published: This TC covers a wide spectrum of non-active medical devices. 

EN 455-1:2020+A2:2024 and EN 455-2:2024 on medical gloves (freedom from 

holes, physical properties) are highly relevant for establishing barrier protection. 

Standards like EN 17854:2024 (antimicrobial wound dressings) and 

EN 13726:2023 (wound dressings, absorption) are important for medical care 

and wound management post-exposure. Additionally, standards related to fluids 

for haemodialysis (EN ISO 23500-3:2024, EN ISO 23500-4:2024, EN ISO 23500- 

5:2024) also touch upon water quality for critical medical applications. 
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○ Draft: prEN ISO 15747 on plastic containers for intravenous injections is relevant 

for the safe administration of medical treatments. 

○ Gap Relevance: While general medical devices are comprehensively covered, 

there is a potential gap in specific non-active devices uniquely tailored for 

biotoxin incident response. This could include specialised sample collection kits 

designed for high biocontainment, first aid materials with integrated neutralising 

agents, or specific medical waste containment systems. Furthermore, while 

existing standards on medical gloves address general barrier integrity, specific 

resistance to various classes of biotoxins, considering their varied molecular 

structures and potential for dermal absorption, might not be fully detailed or 

tested. 

● CEN/TC 216 'Chemical disinfectants and antiseptics': 

○ Published: This TC is highly relevant to decontamination strategies. It has 

produced pivotal standards such as EN 17122:2019+A1:2024 (virucidal activity 

on non-porous surfaces), EN 13704:2018 (sporicidal activity), and EN 17430:2024 

(hygienic handrub virucidal activity). These standards provide robust, 

scientifically validated test methods for assessing the efficacy of disinfectants 

against a broad range of microorganisms (bacteria, fungi, viruses, spores). 

○ Draft: prEN 1656 on bactericidal activity in the veterinary area is also pertinent, 

indicating a broader scope of application. 

○ Gap Relevance: While these standards cover a comprehensive range of 

antimicrobial activity, their direct applicability and demonstrated efficacy against 

specific biotoxins (which are non-replicating protein or small molecule toxins, not 

living organisms) require careful and explicit evaluation. There is a significant gap 

in standards for decontamination agents specifically validated for the chemical 

inactivation or neutralisation of diverse biotoxin classes on various surfaces, 

materials, and under different environmental conditions (e.g., temperature, 

humidity, presence of organic matter). Existing methods for microbial 

inactivation may not be sufficient for biotoxin degradation. 

● CEN/TC 391 'Societal and Citizen Security': 

○ Published: This TC develops essential frameworks for societal and citizen 

security. Notable published standards include EN ISO 22324:2025 (colour-coded 
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alert systems for public warning) and EN ISO 22329:2025 (guidelines for the use 

of social media in emergencies), which are crucial for effective communication 

and public information dissemination during crises. EN ISO 22361:2022 (crisis 

management guidelines) provides the overarching strategic framework for 

incident response. The CEN/TC 391 also published CEN/TS 16595:2013 

CBRN - Vulnerability Assessment and Protection of People at Risk, CEN/TS 

17159:2018 Societal and citizen security - Guidance for the security of hazardous 

materials (CBRNE) in healthcare facilities, CEN/TS 18053-1:2024 

Digital Chain of Custody for CBRNE Evidence — Part 1: Overview and Concepts, 

CEN/TS 18053-2:2024 Digital Chain of Custody for CBRNE Evidence — Part 2: 

Data Management and Audit. 

○ The standard EN ISO 22359:2025 (hardened protective shelters) indicates a focus 

on physical protective infrastructure. 

○ Gap Relevance: This TC provides indispensable overarching frameworks for crisis 

management and public safety. The primary gap here is not in the general 

management principles themselves, but in the integration of highly specific 

biotoxin-related intelligence and nuanced response protocols within these 

broader frameworks. For instance, how do colour-coded alert systems 

specifically account for the unique exposure pathways, delayed symptomology, 

and psychological impacts associated with biotoxin incidents? Similarly, how do 

social media guidelines address the complex challenges of communicating 

accurate, timely, and non-alarmist information about an invisible biotoxin threat, 

managing public perception, and countering misinformation? 

● ISO/TC 34/SC 9 'Microbiology': 

○ Published: This subcommittee is profoundly relevant to the biological aspects of 

biotoxin incidents. It has published critical standards such as 

ISO 16140-7:2024 (validation of identification methods of microorganisms), 

ISO 6579-4:2025 (identification of Salmonella Typhimurium by PCR), ISO 16140- 

3:2021 (verification of reference methods), and ISO 22174:2024 (PCR for 

detection and quantification of microorganisms). These standards are 

fundamental for the robust microbiological analysis of food chain and 

environmental samples, ensuring the reliability of pathogen detection. 
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○ Draft: ISO 18744:2016/DAmd 1 (detection and enumeration of Cryptosporidium 

and Giardia in vegetables) further demonstrates the committee's focus on 

specific pathogen detection methodologies. 

○ Gap Relevance: While these standards are exemplary for microorganism 

detection and validation, their direct and comprehensive application to biotoxins 

(which are non-replicating molecular entities) may require significant 

adaptation. There is a critical need for specific standards on the detection, 

quantification, and physicochemical characterisation of purified biotoxins or 

biotoxins present in complex environmental or biological matrices, distinct from 

the organisms that produce them. The existing validation protocols might need 

to be specifically tailored to account for the unique properties of toxins, including 

their stability, degradation products, and analytical interferences. 

● ISO/TC 198 'Sterilization of health care products': 

○ Published: This TC is crucial for ensuring the sterility of medical devices and 

healthcare products. Key standards include ISO 25424:2018 (low temperature 

steam and formaldehyde sterilisation), ISO 15883-1:2024 (washer-disinfectors, 

general requirements), and ISO 15883-4:2018 (washer-disinfectors for 

thermolabile endoscopes). ISO 11137-2:2013 (radiation sterilisation) is also 

highly relevant. These standards define validated processes for microbial 

inactivation to prevent healthcare-associated infections. 

○ Draft: Drafts in this TC are expected to focus on advancements in sterilisation 

technologies and their applications. 

○ Gap Relevance: These standards are vital for preventing secondary microbial 

contamination in healthcare settings. However, their primary focus is on 

microbial inactivation (killing or removing living microorganisms). They may not 

explicitly address the chemical degradation or neutralisation of biotoxins on 

medical equipment or surfaces. The efficacy of these established sterilisation 

methods against specific biotoxins, which are not necessarily susceptible to the 

same inactivation mechanisms as microbes, needs to be thoroughly investigated 

and, if necessary, new standards or specific annexes developed to cover biotoxin 

decontamination. 

● ISO/TC 209 'Cleanrooms and associated controlled environments': 



Standardization Roadmap 

Page 30 of 60 

 

○ Published: This TC provides comprehensive standards for maintaining controlled 

environments. ISO 14644-12:2018 (monitoring air cleanliness by nanoscale 

particle concentration) and ISO 14644-7:2004 (separative devices like 

gloveboxes) are highly relevant for ensuring environmental control and 

containment. 

○ Draft: ISO/DIS 14644-13 (cleaning of surfaces for particle and chemical 

classifications), ISO/DIS 14644-14 (assessment of equipment suitability by 

airborne particle concentration), and ISO/DIS 14644-15 (assessment of 

equipment suitability by airborne chemical concentration) are important for 

refining cleanliness maintenance protocols. 

○ Gap Relevance: While these standards are robust for controlling particulate and 

chemical contamination in controlled environments (e.g., laboratories, 

pharmaceutical manufacturing), they do not directly address the complex 

challenges of biotoxin containment or decontamination in uncontrolled, large- 

scale outdoor or public indoor environments during an incident. The fundamental 

principles of contamination control might be transferable, but specific 

methodologies, performance criteria, and validation protocols for biotoxins in 

such dynamic and often challenging scenarios are conspicuously lacking. 

● ISO/TC 212 'Medical laboratories and in vitro diagnostic systems': 

○ Published: This TC is critical for ensuring the quality and competence of medical 

laboratory testing. Key published standards include ISO 5649:2024 (laboratory- 

developed tests), ISO/TS 22583:2024 (POCT equipment supervisors/operators), 

and ISO/TS 23824:2024 (application of ISO 15189 in anatomic pathology). 

ISO 15197:2013 (blood-glucose monitoring systems) exemplifies the 

committee's focus on specific diagnostic applications. 

○ Draft: ISO/DIS 18704 (pre-examination processes for cell-free DNA from body 

fluids) is relevant for ensuring the quality of sample handling prior to analysis. 

○ Gap Relevance: Similar to CEN/TC 140, this TC provides an indispensable 

framework for general laboratory quality management and the development of 

diagnostic test systems. However, the critical gap lies in the absence of specific, 

validated analytical methods and defined performance characteristics for 

individual biotoxins within these systems. There is a pressing need for standards 
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detailing specific sample collection, preservation, transport, and analytical 

protocols for biotoxins in various human biological matrices (e.g., blood, urine, 

tissue), ensuring both diagnostic accuracy and forensic traceability. 

● ISO/TC 262 'Risk management': 

○ Published: This TC provides the overarching international framework for risk 

management, notably with ISO/TS 31050:2023 (managing an emerging risk to 

enhance resilience), which is highly relevant for the strategic management of 

novel and complex threats such as biotoxins. 

○ Gap Relevance: This TC establishes the fundamental principles and processes for 

risk management. The identified gap is not in the theoretical framework but in 

the application of these principles to the unique and multifaceted risk profiles of 

biotoxins. This necessitates the development of specific methodologies for 

assessing biotoxin-related risks (e.g., probability of release, exposure pathways, 

dose-response relationships, long-term health effects), developing tailored 

mitigation strategies, and seamlessly integrating these into existing 

organisational and national resilience frameworks. 

● ISO/TC 292 'Security and resilience': 

○ Published: This TC develops foundational standards for societal and 

organisational security and resilience. Key published standards include 

ISO 22326:2018 (monitoring facilities with identified hazards), ISO 22320:2018 

(incident management guidelines), ISO 22336:2024 (resilience policy and 

strategy), and ISO 22340:2024 (enterprise protective security architecture). 

ISO 22328-2:2024 (community-based early warning for landslides) illustrates the 

application of these principles to specific hazards. 

○ Draft: ISO/DIS 22354 (community resilience guidelines) further expands on this 

critical area. 

○ Gap Relevance: This TC provides the critical overarching framework for 

emergency and security management. The primary and most significant gap is 

the lack of specific, detailed guidelines and best practices for managing biotoxin 

incidents within these broader security and resilience frameworks. This includes 

the imperative to integrate highly specific biotoxin threat assessments, tailored 

response protocols (e.g., medical countermeasure distribution logistics, public 
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health messaging for delayed onset symptoms), and comprehensive recovery 

strategies into generic incident management and resilience policies. The existing 

standards, while robust in their generality, require specialised annexes or 

companion documents to address the highly nuanced and complex 

considerations unique to biotoxin events. 

 

3.4 Identification of Gaps in Existing Standardisation 

Based on the preliminary mapping and detailed analysis, several critical gaps in the existing 

standardisation landscape, particularly concerning biotoxin incident management, can be 

identified. These gaps represent significant impediments to effective preparedness, response, 

and recovery from biotoxin threats. 

 

1. Absence of Biotoxin-Specific Detection and Identification Standards: While robust 

standards exist for general microbiology and in vitro diagnostic (IVD) systems, there is 

a conspicuous absence of harmonised, validated methods for the rapid, accurate, and 

specific detection and identification of a broad spectrum of biotoxins in diverse 

matrices (environmental, clinical, food/feed). Existing methods often focus on the 

producing organisms rather than the toxins themselves, or are not standardised for 

emergency response conditions, lacking the necessary sensitivity, specificity, and speed 

for real-time decision-making. 

 

2. Deficiencies in Biotoxin-Specific Decontamination Protocols: Current 

decontamination standards primarily address chemical or general biological agents 

(e.g., bacteria, viruses). There is a significant gap in validated, performance-based 

standards for the effective decontamination and neutralisation of various biotoxins on 

different surfaces, materials, and individuals. This gap is compounded by the unique 

chemical stability, persistence, and toxicity profiles of diverse biotoxin classes, which 

necessitate tailored decontamination chemistries and application methodologies not 

adequately covered by existing broad-spectrum biocidal standards. 

 

3. Limited Standardisation for Biotoxin Residue Analysis: While standards exist for 
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general chemical residues in various matrices, there is a critical lack of specific, 

sensitive, and harmonised methods for the detection and quantification of biotoxin 

residues in environmental samples, food, feed, and human tissues post-incident. This 

deficiency severely impedes accurate assessment of contamination levels, validation of 

decontamination efficacy, and the determination of safe re-entry or consumption 

thresholds, crucial for public health and economic recovery. 

 

4. Absence of Biotoxin-Tailored Protective Equipment Performance Criteria: Although 

general Personal Protective Equipment (PPE) standards are available, there is a 

pressing need for specific performance requirements and rigorous test methods for 

protective clothing, respiratory devices, and eye protection designed specifically 

against biotoxins. This includes considerations for their potential for dermal 

absorption, inhalation of fine toxin-containing aerosols, and unique penetration 

characteristics through protective barriers, which may not be fully addressed by 

existing chemical or particulate protection standards. 

 

5. Insufficient Integration of Biotoxin Specificities into Crisis Management Frameworks: 

While general crisis and emergency management standards provide essential 

overarching guidance, they often lack detailed, actionable guidance on the unique 

challenges posed by biotoxin incidents. These challenges include, but are not limited 

to, delayed symptom onset (complicating early detection and epidemiological tracing), 

the psychological impact of an invisible and potentially widespread threat, and the 

complexities of communicating scientific uncertainty to the public. There is a clear need 

for specific annexes or companion documents that tailor existing crisis management 

standards to the highly nuanced requirements of biotoxin scenarios. 

 

6. Need for Standardised Sampling and Sample Handling for Biotoxins: While some 

general sampling standards exist for environmental or clinical matrices, there is a 

critical gap in harmonised protocols for the collection, preservation, transport, and 

chain of custody of samples potentially containing biotoxins. Ensuring sample integrity, 

preventing cross-contamination, and maintaining a robust chain of custody are 

paramount for accurate forensic, diagnostic, and epidemiological analysis, particularly 
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given the often-trace quantities and lability of biotoxins. 

 

7. Limited Standardisation for Medical Countermeasures and Clinical Management: 

Beyond general medical device standards, there is a need for more specific 

standardisation related to the rapid development, regulatory approval, logistical 

deployment, and effective administration of medical countermeasures for biotoxin 

exposure. Furthermore, harmonised clinical guidelines for differential diagnosis, 

specific treatment protocols, and patient management strategies for various biotoxin 

intoxications are crucial for optimising clinical outcomes and public health response. 

 

3.5 Initial Assessment of Criticality of Gaps 

The identified gaps represent critical vulnerabilities in Europe's preparedness and response 

capabilities for biotoxin incidents. The most critical gaps are those that directly impede rapid and 

accurate situational awareness, effective protection of responders and the public, and timely 

medical intervention, thereby having the highest potential for adverse public health, economic, 

and societal consequences. 

● Detection and Identification: The absence of specific biotoxin detection standards is 

unequivocally highly critical. Without rapid, reliable, and validated methods to identify 

the specific biotoxin and quantify its presence in relevant matrices, effective response 

and public health measures are severely hampered. This directly impacts early warning 

systems, containment strategies, targeted medical interventions, and the overall ability 

to establish situational awareness. 

● Decontamination: Gaps in biotoxin-specific decontamination protocols are also highly 

critical. Ineffective or inappropriate decontamination can lead to prolonged 

environmental contamination, secondary exposures to responders and the public, and 

significantly hinder recovery efforts, with profound economic disruption and persistent 

public health risks. The lack of validated methods for biotoxin inactivation on diverse 

surfaces under field conditions poses a substantial operational challenge. 

● Integration into Crisis Management: While not a purely "technical" gap, the 

insufficient integration of biotoxin specificities into broader crisis management 

frameworks is critical for effective multi-agency coordination, accurate risk 
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communication, and efficient resource allocation during a multi-faceted incident. A 

generic crisis management plan, without specific biotoxin considerations, risks delayed, 

misdirected, or inadequate responses, exacerbating the impact of the event. 

Addressing these critical gaps through targeted standardisation initiatives, as envisioned by the 

EMBRACE project, will significantly enhance Europe's resilience against biotoxin threats by 

providing the necessary normative frameworks for effective and harmonised preparedness and 

response. 

 



Standardization Roadmap 

Page 36 of 60 

 

4 GAP ANALYSIS AND IDENTIFICATION OF STANDARDISATION NEEDS 

4.1 Analytical Gaps in the Existing Standardization Landscape 

A comprehensive analysis of the existing European and international standardization landscape 

reveals a bifurcated reality: while there are robust and mature frameworks for general crisis 

management, industrial hygiene, and clinical diagnostics, there is a significant and concerning 

deficit of standards specifically tailored to the unique exigencies of biotoxin incidents. This gap 

is not merely a matter of missing documents; it represents a fundamental vulnerability in the 

operational preparedness and response capabilities of European nations. The existing 

standards, while valuable in their respective domains, are often ill-suited to the specific 

challenges posed by biotoxins, which differ significantly from conventional chemical, biological, 

and radiological threats in terms of their diversity, modes of action, and environmental 

persistence. 

 

The keyword-based searches of the CEN, CENELEC, and ISO databases provide a stark 

illustration of this deficiency. While searches for terms such as "crises," "contamination," and 

"decontamination" yield a plethora of standards, these are predominantly focused on 

industrial, environmental, or general public health contexts. For instance, the 

CEN_CLC_keyword_crises.csv file highlights the existence of foundational standards like 

EN ISO 22361:2022 (Crisis management guidelines), which provides a comprehensive 

framework for incident response. However, such standards, while essential for establishing 

command and control structures, lack the granular, agent-specific guidance required for a 

biotoxin incident. The CWA 18105:2024 on "Assessing machine learning-based pandemic crisis 

prediction and management tools in STADEM trials" is a welcome development, but it is a CEN 

Workshop Agreement, not a full European Standard, and its scope is still broad, covering all 

CBRN-E threats rather than focusing on the specific challenges of biotoxins. 

 

Similarly, the analysis of the CEN_contami_decontamination.csv and 

ISO_contami_decontamination.csv files reveals a strong emphasis on industrial and 

environmental contamination. Standards such as EN 17299:2019 (animal feeding stuffs, cross- 

contamination) and EN ISO 15952:2018 (soil quality, effects of pollutants) provide valuable 

methodological frameworks, but their direct applicability to the decontamination of biotoxins 
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on diverse urban and environmental surfaces is questionable. The physicochemical properties 

of biotoxins, which range from small molecules to large proteins, are vastly different from those 

of the chemical pollutants and microorganisms typically addressed in these standards. The draft 

standard prEN ISO 16602-6 (protective clothing against chemicals) and the published standard 

EN 4611-008:2012 (aerospace cables, fluid contamination) address protective measures, but 

their efficacy against the specific permeation and degradation mechanisms of biotoxins has not 

been systematically evaluated. 

 

The most telling finding from the keyword searches is the complete absence of any entries in 

the CEN_biotoxin_draft.csv file. This empirical evidence corroborates the central premise of 

the EMBRACE project: there is a critical standardization gap in the field of biotoxins. The lack of 

any CEN standards, either published or in draft, with "biotoxin" in their title is a clear indication 

that this is a nascent and underdeveloped area within the European standardization system. 

 

A more granular analysis of the standards produced by specific Technical Committees (TCs) 

further illuminates the nature and extent of these gaps. While many TCs produce standards 

that are tangentially relevant to a biotoxin incident, they consistently lack the specificity 

required for effective operational planning and response. 

 

CEN/TC 79 'Respiratory protective devices' has a well-developed portfolio of standards for 

respiratory protective devices (RPDs), including EN 12942:2023 and EN 12941:2023 for 

powered filtering devices, and EN 13274-7:2019 for particle filter penetration testing. These 

standards are foundational for protection against airborne biological agents. However, they do 

not provide specific guidance on the selection of filters or performance criteria tailored to the 

unique characteristics of different biotoxins, such as the size distribution of toxin-carrying 

aerosols or the potential for adsorption of gaseous toxins. The draft standard prEN 137 on self- 

contained open-circuit compressed air breathing apparatus is a welcome development, but it 

does not address the specific challenges of biotoxin exposure. 

 

CEN/TC 140 'In vitro diagnostic medical devices' and ISO/TC 212 'Clinical laboratory testing 

and in vitro diagnostic test systems' have produced a comprehensive suite of standards for the 

quality, safety, and performance of in vitro diagnostic (IVD) medical devices. Key standards 
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include EN ISO 5649:2024 on laboratory-developed tests, and CEN/TS 17981-1:2023 and 

CEN/TS 17981-2:2023 on Next Generation Sequencing (NGS) workflows. These standards 

provide a robust framework for the validation of diagnostic tests in a clinical laboratory setting. 

However, there is a critical absence of harmonized, validated standards for the detection, 

identification, and quantification of specific biotoxins. The draft standard prEN ISO 15194 on 

certified reference materials is a step in the right direction, but it does not address the need for 

specific reference materials for biotoxins. Furthermore, these standards do not cover the 

operational challenges of rapid, on-site detection of biotoxins in complex environmental or 

clinical matrices during an emergency. 

 

CEN/TC 158 'Personal eye-protection equipment' has a portfolio of standards, such as 

EN 17950:2024 and EN ISO 10256-3:2024, that are primarily focused on mechanical impact 

protection. The standard EN 12492:2025 on helmets for mountaineers continues this trend. 

There is a clear gap in specific standards for eye and face protection against biological aerosols 

or liquid splashes containing biotoxins. Existing standards do not adequately address critical 

performance parameters such as the permeability of materials to biological fluids or the 

effectiveness of decontamination procedures. 

 

CEN/TC 205 'Non-active medical devices' covers a wide range of products, including medical 

gloves (EN 455-1:2020+A2:2024 and EN 455-2:2024) and wound dressings (EN 17854:2024 and 

EN 13726:2023). While these standards are relevant to the medical response to a biotoxin 

incident, there is a potential gap in specific non-active devices tailored for biotoxin incident 

response, such as specialized sample collection kits or medical waste containment systems. The 

draft standard prEN ISO 15747 on plastic containers for intravenous injections is relevant, but it 

does not address the specific challenges of administering medical countermeasures in a 

biotoxin incident. 

 

CEN/TC 216 'Chemical disinfectants and antiseptics' has produced a range of pivotal standards, 

including EN 17122:2019+A1:2024 (virucidal activity on non-porous surfaces), EN 13704:2018 

(sporicidal activity), and EN 17430:2024 (hygienic handrub virucidal activity). These standards 

provide robust test methods for assessing the efficacy of disinfectants against a broad range of 

microorganisms. However, their direct applicability to the chemical inactivation or 
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neutralization of biotoxins, which are non-replicating molecules, requires careful evaluation. 

There is a significant gap in standards for decontamination agents specifically validated for use 

against diverse classes of biotoxins on various surfaces and under different environmental 

conditions. The draft standard prEN 1656 on bactericidal activity in the veterinary area is a 

positive development, but it does not address the specific challenges of biotoxin 

decontamination. 

 

CEN/TC 391 'Societal and Citizen Security' and ISO/TC 292 'Security and resilience' have 

developed essential frameworks for crisis management and societal security. Key standards 

include EN ISO 22324:2025 (colour-coded alert systems), EN ISO 22329:2025 (use of social 

media in emergencies), and EN ISO 22361:2022 (crisis management guidelines). These 

standards provide indispensable overarching frameworks, but they lack the integration of 

highly specific biotoxin-related intelligence and nuanced response protocols. The standard 

EN ISO 22359:2025 on hardened protective shelters is a welcome development, but it does not 

address the specific challenges of protecting against biotoxin threats. 

 

ISO/TC 34/SC 9 'Microbiology' has published critical standards for the microbiological analysis 

of food and environmental samples, such as ISO 16140-7:2024 (validation of identification 

methods) and ISO 22174:2024 (PCR for detection and quantification). While these standards 

are exemplary for microorganism detection, their application to biotoxins requires significant 

adaptation. There is a critical need for specific standards on the detection, quantification, and 

physicochemical characterization of biotoxins in complex matrices. The draft standard 

ISO 18744:2016/DAmd 1 on the detection of Cryptosporidium and Giardia is a positive step, but 

it does not address the broader range of biotoxins. 

 

ISO/TC 198 'Sterilization of health care products' has developed a comprehensive suite of 

standards for the sterilization of medical devices, including ISO 25424:2018/Amd 1:2022 (low 

temperature steam and formaldehyde sterilization) and ISO 15883-1:2024 (washer- 

disinfectors). These standards are vital for preventing microbial contamination in healthcare 

settings, but their primary focus is on microbial inactivation. They do not explicitly address the 

chemical degradation or neutralization of biotoxins on medical equipment. 
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ISO/TC 209 'Cleanrooms and associated controlled environments' provides robust standards 

for controlling particulate and chemical contamination in controlled environments, such as 

ISO 14644-12:2018 (monitoring air cleanliness by nanoscale particle concentration) and 

ISO 14644-7:2004 (separative devices). However, these standards do not address the 

challenges of biotoxin containment and decontamination in uncontrolled, large-scale 

environments. The draft standards ISO/DIS 14644-13 (cleaning of surfaces) and ISO/DIS 14644- 

14 (assessment of equipment suitability) are promising, but they do not specifically address 

biotoxins. 

 

In summary, the existing standardization landscape provides a solid foundation for general 

crisis management and laboratory-based diagnostics, but it is critically deficient in standards 

specifically tailored to the unique challenges of biotoxin incidents. The gaps are most 

pronounced in the areas of decontamination, field-deployable detection, personal protective 

equipment, and residue analysis. Addressing these gaps is essential for enhancing Europe's 

resilience to biotoxin threats. 

 

4.2 Prioritisation of Gaps 

The identified gaps represent critical vulnerabilities in Europe's preparedness and response 

capabilities for biotoxin incidents. The most critical gaps are those that directly impede rapid 

and accurate situational awareness, effective protection of responders and the public, and 

timely medical intervention, thereby having the highest potential for adverse public health, 

economic, and societal consequences. 

 

High Priority: 

● Absence of Biotoxin-Specific Detection and Identification Standards: The lack of 

specific biotoxin detection standards is unequivocally a high-priority gap. Without 

rapid, reliable, and validated methods to identify the specific biotoxin and quantify its 

presence in relevant matrices, effective response and public health measures are 

severely hampered. This directly impacts early warning systems, containment 

strategies, targeted medical interventions, and the overall ability to establish 

situational awareness. 
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● Deficiencies in Biotoxin-Specific Decontamination Protocols: Gaps in biotoxin-

specificdecontamination protocols are also highly critical. Ineffective or inappropriate 

decontamination can lead to prolonged environmental contamination, secondary 

exposures to responders and the public, and significantly hinder recovery efforts, with 

profound economic disruption and persistent public health risks. The lack of validated 

methods for biotoxin inactivation on diverse surfaces under field conditions poses a 

substantial operational challenge. 

● Insufficient Integration of Biotoxin Specificities into Crisis Management Frameworks: 

While not a purely "technical" gap, the insufficient integration of biotoxin specificities 

into broader crisis management frameworks is critical for effective multi-agency 

coordination, accurate risk communication, and efficient resource allocation during a 

multi-faceted incident. A generic crisis management plan, without specific biotoxin 

considerations, risks delayed, misdirected, or inadequate responses, exacerbating the 

impact of the event. 

 

Medium Priority: 

● Limited Standardisation for Biotoxin Residue Analysis: While standards exist for 

general chemical residues in various matrices, there is a critical lack of specific, 

sensitive, and harmonised methods for the detection and quantification of biotoxin 

residues in environmental samples, food, feed, and human tissues post-incident. This 

deficiency severely impedes accurate assessment of contamination levels, validation of 

decontamination efficacy, and the determination of safe re-entry or consumption 

thresholds, crucial for public health and economic recovery. 

● Absence of Biotoxin-Tailored Protective Equipment Performance Criteria: Although 

general Personal Protective Equipment (PPE) standards are available, there is a 

pressing need for specific performance requirements and rigorous test methods for 

protective clothing, respiratory devices, and eye protection designed specifically 

against biotoxins. This includes considerations for their potential for dermal 

absorption, inhalation of fine toxin-containing aerosols, and unique penetration 

characteristics through protective barriers, which may not be fully addressed by 

existing chemical or particulate protection standards. 
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Low Priority: 

● Need for Standardised Sampling and Sample Handling for Biotoxins: While some 

general sampling standards exist for environmental or clinical matrices, there is a 

critical gap in harmonised protocols for the collection, preservation, transport, and 

chain of custody of samples potentially containing biotoxins. Ensuring sample integrity, 

preventing cross-contamination, and maintaining a robust chain of custody are 

paramount for accurate forensic, diagnostic, and epidemiological analysis, particularly 

given the often-trace quantities and lability of biotoxins. 

● Limited Standardisation for Medical Countermeasures and Clinical Management: 

Beyond general medical device standards, there is a need for more specific 

standardisation related to the rapid development, regulatory approval, logistical 

deployment, and effective administration of medical countermeasures for biotoxin 

exposure. Furthermore, harmonised clinical guidelines for differential diagnosis, 

specific treatment protocols, and patient management strategies for various biotoxin 

intoxications are crucial for optimising clinical outcomes and public health response. 

 

Addressing these critical gaps through targeted standardisation initiatives, as envisioned by the 

EMBRACE project, will significantly enhance Europe's resilience against biotoxin threats by 

providing the necessary normative frameworks for effective and harmonised preparedness and 

response. 
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5 PROJECT ENGAGEMENT AND PROPOSED CONTRIBUTIONS 

 

The strategic engagement of the EMBRACE project with the standardisation ecosystem is a 

critical component of its valorisation strategy. This proactive involvement ensures that the 

project's research and innovation outcomes are not merely academic but are systematically 

integrated into a harmonised European response capability. This section outlines the project’s 

proposed contributions, which are framed as expert input and technical data provision rather 

than the initiation of new work items. This approach leverages the project's unique position as 

a source of cutting-edge research while respecting the procedural autonomy of standardisation 

bodies. 

 

5.1 Strategic Liaison with CEN-CENELEC Technical Committees 

Active and continuous liaison with key CEN-CENELEC Technical Committees (TCs) is paramount 

for the EMBRACE project. This engagement serves a dual purpose: to inform the project’s 

scientific and technical work with an understanding of ongoing standardisation efforts and to 

provide a clear pathway for project outcomes to influence future standards. We propose a 

focused liaison effort with the following TCs, among others, to foster a collaborative and 

mutually beneficial relationship: 

● CEN/TC 391, 'Societal and Citizen Security': Given its overarching mandate in crisis 

management and disaster preparedness, this TC represents a primary and highly 

relevant target for engagement. EMBRACE intends to liaise with this committee to 

share findings from its comprehensive Biothreat Risk Assessment (BioRA) framework. 

The project's expertise in multi-agency coordination during biological incidents and its 

data on the long-term impacts of biotoxin exposure will be invaluable in making these 

high-level guidelines more specific and applicable to a biological context. Our 

contributions will help to ensure that future versions of standards such as 

EN ISO 22361 on crisis management and EN ISO 22301 on business continuity are 

informed by the unique operational and health challenges posed by biotoxin threats, 

moving beyond generic CBRN doctrine. 

● CEN/TC 216, 'Chemical disinfectants and antiseptics': This committee's work, while 

typically focused on a broad range of contaminants, is critically relevant to the issue of 
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biotoxin contamination in water sources—an area often overlooked by traditional 

CBRN standards. The project will establish a formal liaison with this TC to provide 

insights on the detection, characterisation, and remediation of biotoxins in water, 

drawing on EMBRACE's research into novel decontamination agents. Our findings on 

the persistence, degradation kinetics, and efficacy of various chemical and physical 

decontamination methods against different biotoxin classes will directly inform future 

standardisation efforts on safe water treatment and the development of robust watersecurity 

protocols. 

 

5.2 Identification of Potential Project Contributions to Standardisation 

The EMBRACE project aims to provide tangible contributions to existing standardisation efforts 

by leveraging its expertise and research results. These contributions are intended to be in the 

form of expert input, technical data, and case studies, rather than the initiation of new 

standardisation work items. The primary areas for potential contribution are as follows: 

● Contribution to a CEN Workshop Agreement (CWA) on Human Decontamination: 

Based on the analysis in Section 4, a critical gap exists in harmonised human 

decontamination protocols for CBRN-E incidents. The project will actively provide input 

and expertise to a CWA on human decontamination, such as the ongoing prCWA 

"Procedures and thresholds in human decontamination in CBRN-E incidents". Our 

contribution is highly relevant because while existing CWAs may cover general CBRN 

decontamination, they often lack the specificity required for biotoxin incidents. 

Biotoxins, as a diverse class of substances, present unique challenges such as delayed 

symptomology, potential for dermal absorption, and varying stability profiles that 

require specific, validated decontaminants. The EMBRACE project’s research on novel 

decontamination agents and procedures, and its data on their efficacy against a wide 

range of biotoxins, will directly address this gap by providing the scientific foundation 

for these new protocols. We will provide data on a range of decontamination 

scenarios, from personnel decontamination to surface remediation in post-incident 

environments, ensuring the CWA is grounded in empirical evidence. 

● Contribution to the CWA 'Guidelines for Disaster Risk Preparedness Solutions': The 

project will also seek to provide input and technical data to this highly relevant CWA, 

which has its Kick Off meeting on September 24th, 2025. This CWA is particularly 
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relevant as it provides a foundational framework for disaster preparedness, and our 

project’s role is to ensure that the unique challenges posed by biotoxin incidents are 

formally and comprehensively integrated. Our contributions will focus on providing 

biotoxin-specific guidelines for risk assessment, response protocols, and technology 

specifications that can be embedded within the broader CWA. By doing so, we will help 

ensure that this foundational document is not generic but instead robust and detailed 

enough to guide the development of effective preparedness solutions for biological 

threats. This collaboration will be a key mechanism for ensuring our project's 

findings—from our Biothreat Risk Assessment (BioRA) framework to our insights on 

information exchange—are valorised and adopted by the wider European community. 

 

5.3 Additional Areas for Future Contributions 

Beyond the identified CWAs, the EMBRACE project is uniquely positioned to offer valuable 

contributions to the standardisation community in several other key areas. These represent 

potential future collaborations and demonstrate the project's long-term commitment to 

enhancing Europe's security and resilience. 

● Performance Standards for Biosensors: The project’s development of novel, field- 

deployable biosensors for rapid biotoxin detection directly addresses a major gap in 

the market. To ensure that these and other similar technologies are interoperable and 

reliable, there is a clear need for standardised performance criteria. The project will 

collect and disseminate technical data on sensor performance, including metrics such 

as detection limits (LOD), specificity, sensitivity, and response time. This data can 

serve as a reference for future standardisation on in situ biosensing technologies. 

● Interoperable Data Exchange Formats: Effective crisis response hinges on the seamless 

exchange of information between disparate systems and agencies. The EMBRACE 

project's work on a common data model for information sharing during a biotoxin 

incident can provide valuable input to standards on data formats and communication 

protocols. We will share a proposed data structure that can accommodate the unique 

attributes of a biotoxin incident, such as real-time epidemiological data, geographical 

spread models, and dynamic toxicological profiles. This contribution would help to fill 

the gap in harmonised information sharing identified in the initial analysis. 
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6 CONCLUSIONS AND NEXT STEPS 

6.1 Summary of Findings 

This initial iteration of the Standardization Roadmap has conducted a systematic analysis of the 

current normative landscape related to Chemical, Biological, Radiological, and Nuclear (CBRN) 

security, with a specific focus on biotoxin incident management. The findings confirm the 

foundational premise of the EMBRACE project: while a robust framework of general standards 

for crisis management and chemical contamination exists, there is a distinct and critical lacuna 

of standards explicitly addressing the unique challenges posed by biotoxins. 

 

The key gaps identified include the absence of harmonised protocols for rapid, field-based 

biotoxin detection; a lack of validated, biotoxin-specific decontamination procedures for 

complex environments; and insufficient guidance on post-incident residue analysis and data 

interoperability. Furthermore, existing high-level crisis management standards often lack the 

granularity required to effectively integrate the unique operational and health challenges 

inherent in a biotoxin event. 

 

6.2 Action Plan for Future Standardisation Activities 

Based on these findings, the EMBRACE project's action plan for future standardisation activities 

is clear, focused, and pragmatic. Rather than seeking to create new and potentially redundant 

standards, the project will strategically position itself as a key expert contributor to existing and 

emerging standardization efforts. The action plan consists of the following steps: 

 

1. Sustained Liaison with Key TCs: The project will establish and maintain a formal liaison 

with relevant CEN-CENELEC Technical Committees, including CEN/TC 391 on 'Societal 

and Citizen Security' and CEN/TC 216 on Chemical disinfectants and antiseptics. This 

continuous engagement will ensure that 

EMBRACE's research findings are systematically fed into the discussions and revisions 

of standards and guidelines in these crucial areas. 

2. Targeted Contributions to Key CWAs: The most immediate and tangible contribution 

will be to provide expert input, technical data, and case studies to two highly relevant 

CEN Workshop Agreements (CWAs). Specifically, the project will contribute to the CWA 
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on Human Decontamination and to the CWA on 'Guidelines for Disaster Risk 

Preparedness Solutions' (with a Kick Off meeting on September 24th, 2025). These 

contributions will provide the scientific foundation and operational specificity that 

these CWAs currently lack in addressing biotoxin threats. 

3. Dissemination of Technical Data: The project will also prepare and disseminate 

technical data on the performance of its innovations, such as detection limits and 

specificity for new biosensors. This will serve as a valuable reference for the 

standardisation community, laying the groundwork for potential future performance 

standards for this class of technology. 

4. Advocacy for Data Interoperability: The project will advocate for the adoption of 

interoperable data exchange formats, sharing its proposed data model for incident 

management with relevant TCs. This will promote a more harmonised approach to 

information sharing during a crisis, a critical factor for effective multi-agency response. 

 

By executing this action plan, the EMBRACE project will ensure that its outcomes are not 

isolated to the scientific community but are permanently integrated into the normative 

framework that governs Europe's preparedness and response to biological threats, significantly 

enhancing its security and resilience. 
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