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1T INTRODUCTION

1.1 Background and objective

Preparatory work for the development of the present Concept of Operations, or CONOPS, was carried
out in Deliverable 2.2 of the EMBRACE project, which remains sensitive and not publicly available. That
deliverable included a needs and gaps analysis of existing response mechanisms within European
biotoxin management. The findings of this assessment provided the analytical basis for further
development.

Building on these results, the project aims to improve the harmonization of procedures through the
development of Concepts of Operations for biotoxin incidents, representing a central objective of the
project under Result 04. The purpose of these CONOPS is to provide the information and structured
guidance required to support an effective response to biotoxin-related incidents.

In its intended final form, the CONOPS will encompass all phases of the incident lifecycle. It will
describe processes and procedural schematics, include structured guidance elements such as
checklists for first responders, and provide visual representations of the common operating picture in
order to support coordinated and efficient response activities.

Rather than producing isolated documents that may lose relevance after project completion or remain
limited to EMBRACE-specific solutions, the objective is to develop a methodical framework for crafting
CONORPS applicable to biotoxin incidents in a broader context.

The present Deliverable 2.5 contains a preliminary version of the CONOPS, developed during an
initial internal workshop. This version will be reviewed, refined, and expanded during the course of
the project. The finalized version will be presented as Deliverable 2.6 in month 33 of the EMBRACE
project.

Following finalization, dissemination through appropriate professional networks, including the
Biotoxin Task Force and the UCPM Knowledge Network, is foreseen in order to make the CONOPS
accessible to a broad community of experts involved in preparedness for biotoxin incidents or related
fields.

1.2 Understanding a CONOPS

The CONOPS presented in this document are grounded in a shared understanding developed within
the project consortium. Given the diverse operational backgrounds and institutional contexts
represented in the project task, a common interpretation of the term was established as a basis for
further development. This shared understanding serves as the foundation for the following
explanation of what a CONOPS represents in the context of this deliverable.

A CONOPS describes how a system or process is intended to function from the user's perspective. It
outlines how an approach is to be applied in practice in order to achieve defined objectives, presenting
a structured view of operational activities, interactions among actors, and the expected outcomes at
different stages. Rather than prescribing detailed technical specifications or procedures, a CONOPS
articulates the operational logic through which overarching goals are translated into practical
implementation.
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In this way, it serves as a bridge between high-level objectives and their realization in real-world
settings. By clarifying how activities are sequenced and coordinated within a given context, it
establishes a shared understanding among stakeholders and provides a reference point for aligning
expectations and operational needs.

Various forms of CONOPS exist depending on their scope and focus. The present document is situated
within the domain of operational CONOPS. It concentrates on describing the structured progression
of response activities in biotoxin-related scenarios, defining phase-specific objectives and expected
outputs that guide transitions within the response process.

Accordingly, this CONOPS is designed as a user-oriented and practically applicable framework. It
supports incident response, coordination, and decision-making, and may be used in exercises and
scenario-based planning processes. By offering a coherent operational structure, it contributes to a
common understanding of how biotoxin incidents may be approached in a coordinated setting while
remaining adaptable to specific organizational contexts.
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2 DEVELOPMENT APPROACH

2.1 Key assumptions underlying the development process

Biotoxin incidents may result from accidental release, environmental contamination, or deliberate
actions and primarily affect public health. Such events can lead to a high number of affected
individuals and require decision-making under conditions of uncertainty. Biotoxins are characterized
by high toxicity and, in some cases, rapid onset of symptoms, while early identification may remain
difficult. Symptoms can initially appear nonspecific or delayed, and laboratory confirmation may
require additional time. As a result, operational decisions often need to be taken before full verification
of the underlying cause is available.

Response to biotoxin incidents typically requires coordinated action across multiple authorities and
organizations. Emergency medical services, public health authorities, civil protection structures, law
enforcement, and other relevant entities may be involved, each operating under distinct mandates,
procedures, and institutional priorities. The need to align these actors under time pressure increases
the complexity of response management. Delays may arise from coordination processes, differing
information channels, or the absence of a shared operational structure.

Operational familiarity with biotoxin-specific scenarios is often limited. Due to the rarity of such
incidents, many responders and decision-makers have limited practical experience in recognizing
toxin-related symptoms or managing the associated response measures. This can result in uncertainty
during the early stages of an incident and may affect the consistency of coordinated action.

The identification and confirmation of a biotoxin event can require time, particularly when laboratory
analysis is necessary. Nevertheless, where there is reasonable suspicion, response measures must
begin without awaiting full verification. In such situations, the absence of a predefined operational
structure may lead to additional delays or inconsistencies in intervention.

For these reasons, clearly structured and operationally applicable CONOPS are essential. They provide
a predefined framework that supports decision-making under uncertainty, facilitates coordination
among involved actors, and enables timely and targeted response actions while verification processes
are ongoing.

2.2 Development process

A workshop for the joint development of the initial version of the Concept of Operations was held on
December 10, 2025, at the ARC headquarters in Vienna. DCNA, ARC, and PUI participated in the
workshop. Each organization was also represented by personnel with operational field experience and
practical knowledge of response processes, including backgrounds in fire services, emergency medical
services, and the military. Among them, three are dedicated CBRN specialists.

To support the structured development of the CONOPS, a simplified model of incident response
phases was prepared in advance. This model reflected the typical progression of operational response
activities and served as the baseline for discussing a biotoxin scenario, as illustrated in Figure 1.
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Triggering event/ Report (incident, allegation, suspicion)

Initial Assessment Verification

Containment/

. Response
Stabilization

Figure 1: Schematic representation of incident response phases.

For each phase of the response process, specific criteria were defined, including the objective to be
achieved, the expected output at the end of the phase, and the key actions required to reach that
outcome. This stepwise approach enabled a structured alignment of operational goals and
corresponding activities.

An initial list of potentially involved persons, organizations, and stakeholders was also developed for
each phase. These considerations were preliminary and did not constitute finalized role allocations.

Certain elements were intentionally left open during this stage of development. It was agreed that
these aspects would be revisited at a later stage, once practical insights from exercises conducted
within the EMBRACE project allowed for more realistic assessment. Possible future refinements may
include specifying required resources for individual phases or introducing indicative timelines.

2.3 Evaluation mechanisms and approach for future adaptations

The steps developed during the workshop were consolidated into a standardized structure (see
Figure 2). This structured format constitutes the first version of the CONOPS.

The CONOPS is planned to be applied for the first time during the table-top exercise in Vienna in
March 2026. Insights gained from this application will provide practical input for further refinement.
Subsequent field exercises in France in 2026 and in Vienna in 2027 will offer additional opportunities
to observe and discuss the applicability of the CONOPS in operational contexts. The formal evaluation
of the CONOPS will take place within the framework of Task 6.4 of the EMBRACE project. Findings and
feedback generated through this evaluation process will be used to inform further revisions. In
addition, expert perspectives from individuals with different professional roles who may potentially
apply the CONOPS will be considered throughout the development process. Incorporating these
practical viewpoints is intended to ensure that the concept remains operationally grounded and
applicable in real response settings.

Where appropriate, supporting templates, such as contact lists of responsible authorities,
organizations, or relevant personnel, may be developed and annexed.

The outcomes of this iterative development process will be incorporated into a revised second
version of the CONOPS, which will be presented as Deliverable 2.6.
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3 PURPOSE AND USE OF THE CONOPS

3.1 Purpose and objectives of the CONOPS

The purpose of the developed CONOPS is to provide a clearly structured and practically applicable
reference framework for managing biotoxin incidents. It is intended to serve as an orientation tool for
response, coordination, and decision-making in the event of a biotoxin-related emergency. By offering
a predefined and structured approach, the CONOPS contributes to strengthening preparedness and
improving response readiness.

The CONOPS has been designed with due consideration of the diversity of national civil protection
mechanisms, governance arrangements, and competency structures across the European Union. It
does not interfere with national mandates or decision-making authority. Instead, it provides a
common conceptual basis that can be independently adapted at national level and applied in a
manner consistent with existing domestic procedures.

With the development of transport networks, large numbers of personnel and goods now move across
borders, and biotoxin incidents have the potential to involve and impact multiple nations. In such
circumstances, The CONOPS will also serve as a common language and platform necessary for
formulating, executing and evaluating coordinated countermeasures among nations possessing
differing resources, regulations and cultures.

In addition to its potential application in real incidents, the CONOPS may be used in exercises, training
activities, and scenario-based planning processes. It is conceived as a living document that can be
reviewed and updated in light of exercise outcomes, emerging insights, and lessons learned. Once the
core structure is consolidated, it may be complemented by generic supporting templates to facilitate
country-specific adaptation, such as contact lists or resource overviews.

3.2 Intended users and operational levels

Intended users encompass multiple administrative and operational levels. At the authority level, these
include national civil protection, disaster management, and crisis management bodies responsible for
preparedness and response to biotoxin incidents, as well as public health authorities and other
relevant specialized entities such as environmental or security authorities.

Strategic and operational leadership and coordination structures at national and regional levels,
including crisis management teams and comparable coordination bodies, also fall within the intended
audience. Response organizations and first responders involved in operational implementation may
likewise draw on the CONOPS. In addition, institutions and units responsible for planning,
preparedness, training, and the further development of national concepts may use it as a reference
framework.

Application is possible at different levels of action. At the strategic level, it supports the conceptual
classification of biotoxin incidents, objective setting, and overarching coordination. Operationally, it
may assist command and coordination structures in implementing strategic decisions and facilitating
inter-institutional cooperation. At the tactical level, it provides conceptual orientation for operational
units without replacing operational directives, instructions, or standard operating procedures.
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3.3 Framework of use and limitations

The CONOPS provides a conceptual reference framework for managing biotoxin incidents. It is not
intended to serve as an operational standard operating procedure and does not replace existing
national emergency or response plans. Its use is therefore complementary to established national
structures and operational frameworks.

It does not introduce legally binding provisions or formal directives. Roles, responsibilities, and
decision-making authority remain governed exclusively by national legal and organizational
frameworks.

The document does not contain detailed technical, medical, or tactical instructions, nor does it assess
national capabilities, resource levels, or preparedness status. Its use is designed to complement
existing national structures and procedures without altering established mandates or operational
arrangements.
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4 CONCEPT OF OPERATIONS

4.1 Explanation of the concept

The following section presents the initial draft of the CONOPS in the form of a flowchart. The first
page provides an overview of the assumed operational phases of a biotoxin incident. For each phase,
the intended objective and the expected output are indicated. The output defines the condition
required to move to the subsequent phase, while the direction of the arrows illustrates the general
sequence of actions (Figure 2).

An additional red arrow connects the “Initial Assessment” phase directly to the “Response” phase. This
reflects the operational reality that response measures may need to begin before the underlying cause
of an incident has been fully verified. In biotoxin-related scenarios, laboratory confirmation can take
time, whereas immediate action may already be necessary. The model therefore accounts for
situations in which response activities are initiated prior to confirmed identification of the cause.

The sequence concludes with the “Lessons Learned” phase. Although this phase is not part of the
immediate operational response chain, it represents an essential element of the overall process. It
enables structured post-incident reflection and provides the basis for adjustments to the CONOPS in
future applications.

Following the overview, each phase is presented in greater detail (Figure 3-6). For every phase, the
respective objective, the key actions required to achieve the intended output, and a set of guiding
questions are specified. These guiding questions are intended to support orientation and structured
decision-making during the respective phase and are not necessarily exhaustive.

As noted, this represents an initial version of the CONOPS and an effort to provide a logically
structured and visually accessible format that can be followed during an incident. The current version
is not considered final and may be further refined.
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4.2 Flowcharts of the CONOPS

GOAL

Awareness
Recognition of a signal may indicating a
biotoxin-related concern.

Priorization
Is the signal relevant enough to continue
investigation and start a specific
response?

Confirmation
Confirm if it is an actual biotoxin event
which neccessitates specific credible and
operational activation.

Action
Management of the event through
coordinated activities, protective
measures and communication,
prevent further harm.

Containment
Ensure the situation stays under control
and is no longer escalating, remaining
risks are manageable.

Restoration
of normal operations and support of
long-term recovery.

Identification of lessons learned.

First
Indication

Initial
Assessment

Verification

Response

Stabilization

Recovery

Evaluation

OUTPUT

Confirmed suspicion that leads to
further investigation.

Suspicion confirmed. Structured
verification required.

Decision if a coordinated response is
required and activation.

Implemented response measures,
active interorganisaticnal coordination,
continously updated situational
picture.

Stabilized public health situation

Routine operations are reestablished
and case is formally closed.

Improvement of future preparedness.

Figure 2: Overview of the operational phases, including the assigned objective for each
phase and the intended output required to transition to the next phase. Arrows indicate the

sequence and directional flow of actions.
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1. First Indication

Recognition of a signal
that may indicate a
biotoxin-related
concern (awareness).

— Research reported symptoms
— — Document and report unusual cases (symptoms —
without an obvious explanation)
— Involve the appropriate medical authaorities

Confirmed suspicion
requiring further
investigation

— Who became aware that this might be an incident?
— What was reported or observed?

— What is the context (high-visibility event or routine activity)?
— Is this an isolated incident?

— How many people are affected?
— Who is affected (one key individual or multiple people)?
— Is there a connection between the affected individuals?
— Do they show similar symptoms?

— |s there an cbvious or reported source?
— What happened during the last 10 days? (Any unusual activities or events?)

— Who must be notified immediately?

A 4

2. Initial Assessment

— Take samples
— Collect additional information from health

. institutions
5t Slgel rElEvEn — Seek expert advice Confirmed suspicion
enough to continue  — Teot f P i : — h 5P
investigation and start a — Test or specific toxins ) that requires
— Identification of potential exposure pathways structured verification

ifi ?
SEEtie MEEpen st — Identify additional patients/ affected populations

— Conduct contact tracing
- Isolate affected individuals

— What could be the source of exposure?
— Are additional people affected?
— Are cases limited to the country, or are there cases abroad as well?

v

Figure 3: Detailed representation of Incident Response Phase 1 (“First Indication”) and Phase 2
(“Initial Assessment”).
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3. Verification

— Take samples
— Conduct laboratory analysis
— Collect structured and standardized information
Confirm whether this is = ety exposure pathv.vays
an actual biotoxin event — Condqct toxicological risk assessment
and determine the need — Coord!nate Ia‘boratory capacities and workflows —>
for specific, credible and — Coordinate with law enforcement

Decision on
coordinated response
and, if required,

— Decide on appropriate PPE AT UL ek

operational activation, L . operations
— Secure the site, limit access, collect contaminated
material
— Communicate with the public (including uncertainty)
— Secure evidence and manage the site as a potential
crime scene
— What is the scale of the incident?
— Are national resources sufficient to collect and process samples?
— Which biotoxin is suspected or confirmed?
v
4. Response
— Treatment of affected patients Implemented
Management of the .
— Restriction of access to affected areas response measures,
event through A . s
coordinated actions — |dentification of cause, source, and responsible active inter-
. ' —» actors —> organizational
protective measures, ' _— o
L — Public communication coordination, and a
and communication to I .
revent further - Decontammatlon measures _ contmL_lousI_y updated
P harm — Establishment of a task force (multi-agency situational
' coordination; technical investigation etc.) picture
— Who caused the incident?
— Which protective measures are required?
— What information should be communicated to the public, by whom,
and with which uncertainties?
— Which resources need to be mobilized? Is external support required?
v

Figure 4: Detailed representation of Incident Response Phase 3 (“Verification”) and Phase 4
(“Response”).
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5. Containment

. . —Continuous monitoring of the situation
Ensure the situation 9

remains under control — Reallocation and scaling of resources Stabilized public health
— —ldentification and management of remaining risks ~ —| situation (criteria for
and no longer escalates, . . . . . L
. . . (including assurance that no further biotoxin declaring the situation
with remaining risks = P
exposure occurs) stable” defined)

=P e e ol — Elimination of the exposure source

— Has the source been contained?
— Are new cases still emerging?
— Have all cases been identified?
— Can resources be scaled down?
— Are additional resources required (e.g. intensive care beds, ventilators)?

A J

— Establish long-term measures (e.g. psychological
support, environmental recovery)
— — Collect and consolidate all documented
information
— Rebuilding of public trust
— Economic recovery

Restoration of normal
operations and support
of long-term recovery

Routine operations
reestablished and the
case formally closed.

— |s long-term support required?

\ 4

Figure 5: Detailed representation of Incident Response Phase 5 (“Containment”) and Phase 6 (“Recovery”).
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7. Evaluation
/ Key Activities \

— Conduct a structured after-action review against
performance indicators (e.g. detection time,
response coardination efficiency, communication
effectiveness, adequacy of resources used)

— |dentify improvement measures and assign
responsibilities

— Update CONOPS, SOPs, training, and
communication materials

%hare findings with relevant stakeholders /

Output
Improved
preparedness for
future incidents.

Goal
Identification of lessons
learned.

Guiding Questions
—What worked well?
—What needs improvement?
—Which gaps or delays occurred?
—What changes to plans or communication procedures are required?
—What should be trained or exercised next?

Figure 6: Detailed representation of Incident Response Phase 7 (“Evaluation”).
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5 CONCLUSION AND OUTLOOK

This deliverable provides a structured and operationally oriented CONOPS for biotoxin incidents. It
translates previously identified structural and coordination challenges into a coherent phase-based
framework intended to support timely and coordinated response under conditions of uncertainty.

The CONORPS represents a first consolidated version and establishes a common operational reference
for further development. It offers a structured foundation for aligning decision-making, coordination,
and response activities in biotoxin-related scenarios without prescribing detailed implementation
measures. Further refinement will take place through practical application and expert feedback.
Insights gained during subsequent project activities will inform targeted adjustments, with the aim of
strengthening clarity, usability, and operational coherence.

In its finalized form, the CONOPS is intended to serve as a broadly applicable reference framework
and to be disseminated through relevant professional networks to support preparedness and
response efforts in the field of biotoxin management.

Through this progressive development process, the project contributes to a more structured and
coordinated approach to managing biotoxin incidents while maintaining flexibility for adaptation
within diverse national contexts.
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